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HOW TO LEGALLY PROTECT YOURSELF WHEN BLOGGING OR 

PUBLISHING ON THE INTERNET 
 
This report is reprinted with kind thanks to the authors at www.consumingexperience.com 
 
The original document can be viewed by clicking this link :- 
 
http://www.consumingexperience.com/2008/01/uk-blogs-boards-web-20-sites-how-to-not.html 

 
If you run or post on a blog, message board / discussion forum, internet group, social networking 
site or internet mailing list, how can you avoid (or at least minimise) your "legal risk" - the risk of 
someone suing you for what you've posted or for the other content on your site (whether put up by 
you or someone else), winning, and then making you pay them lots of dosh or censoring you - 
making you delete posts, messages, images or other content from your site, or even take down 
your site completely? Worst case scenario, you could even be prosecuted and imprisoned for 
certain kinds of content, e.g. inciting terrorism. 

How can you protect yourself from being sued? 

The first step in protecting yourself from legal liability is of course to make yourself aware of the 
risks you face. 
 
To my mind, if you post to or run a blog, forum, mailing list or Web 2.0 site etc, there could be 

several different kinds of content on it, and personally I'd want to know what the risks are for every 
one of those categories. Legal action could be taken against you over: 

• Own content - stuff you've added yourself, e.g. the text in your blog posts, or MySpace, 
or a Facebook wall, your uploaded Flickr photos or YouTube videos, emails you've posted to 
a Yahoo! Group, Google Group or Usenet newsgroup, maybe even your chats. Anything 
you say online could expose you to legal risk, especially if it can later be found via the 
web. Obviously you can be sued for what you've posted to a Website, whether it's your own 
web site or someone else's e.g. a message board. 

• Hyperlinks - stuff you've just linked to, e.g. a blog post where you've just hyper linked to 

another web page, pic, video or other web content (I suspect that when you embed a photo 
or Flash video etc from another site or put it in an iframe, so that the full content is visible 
on your own site, it's going to be treated in the same way as if you'd put it up yourself in 
full on your own site). 

• Other people's content (if you run or own a site) - stuff other people have added or 

uploaded to your site - e.g. comments added by readers to your blog post; posts others 
make on your bulletin board or forum (which could include not just text but also graphics, 
videos, or links); archived emails from a Mailman mailing list, archived chats etc. 

Blogs / Message Boards / Groups / Web 2.0 Sites - 15 Legal Do's & Don'ts 

So here are 15 suggested do's and don'ts for blogging or posting on forums, social networking sites, 
mailing lists etc, which I've developed with my own views added; I'm sure there could be more, but 

these are just a few ideas - for general info, it is not legal advice, and it only deals with the position 
in the UK. 
 
They probably represent the "most paranoid approach", as I'm a cautious scaredycat type - in 
practice people might be able to get away with some of these things, but strictly they could get into 
big trouble for it if they're caught or sued, so don't say I haven't warned you! (Updated to number 
them and add a couple from the longer stuff below.) 
 
1. Don't blog (or say anything else online) about your work or your employer. If you (and hence 
them) are identifiable, you could be fired if you say anything that could bring them into disrepute or 

http://www.consumingexperience.com/
http://www.consumingexperience.com/2008/01/uk-blogs-boards-web-20-sites-how-to-not.html
http://www.myspace.com/
http://www.facebook.com/
http://www.flickr.com/
http://www.youtube.com/
http://en.wikipedia.org/wiki/Yahoo%21_Groups
http://en.wikipedia.org/wiki/Google_Groups
http://en.wikipedia.org/wiki/Usenet
http://en.wikipedia.org/wiki/IFrame
http://en.wikipedia.org/wiki/GNU_Mailman
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amount to disclosure of their confidential information. 
 
2. Before you say anything online about your work or employer, do check your contract with your 
employer. Imp's note: Some contracts may ban you from blogging, even in your spare time about 
interests unrelated to your work. Some may even claim all copyright in your blog contents! 
 

3. Do make sure what you say about other people or corporations is true - check your facts and 
your sources. 
 
4. Don't defame someone, i.e. post nasty (and untrue) things about them which make people think 
less of them, whether they are a real person or a company. That includes just repeating or 
quoting what someone else said, especially rumours. Saying "allegedly" is not enough to save 
you! Innuendo can be defamatory, i.e. the context counts; so can unwarranted exaggeration of 
something negative. If they sue you, it's up to you to prove it's true, if you think it is - which ain't 
easy. Or else you have to prove that you did check your sources carefully enough, etc - ditto. If you 
can't prove something easily, clearly, beyond doubt - don't say it! 
 
5. Don't moderate posts or comments on your board or site, or if you do don't let anything 

through which could be defamatory. Even if you don't moderate, so that your website is just a 
mere "conduit" for information and you wouldn't know if someone had posted a defamatory post, 
you have to remove it once you know about it or you've been notified about it (even if you believe 
it's not in fact defamatory). 
 
6. So do have a clear "notice and take down" policy for your site, unmissable by your readers / 
users / contributors (more below), and if there's a complaint then do take down (remove) the 
offending post or comment first and ask questions later, as that's the only way to protect 
yourself in UK law (if you weren't the person who said whatever's been complained about). 
 
7. Don't copy someone else's work on your web site without permission, whether it's text (like a 
blog post), photos or images, drawings, illustrations, videos, music, speech or other audio, etc. 

Saying where you got it from or who originally created it is not enough, it's not the same as getting 
permission. Even copying an extract isn't necessarily safe - if your extract is recognisably from 
the original work, that could be "substantial" enough for you to be sued. Making an adaptation or 
parody of the original material without permission could be a copyright infringement too. (A 
Creative Commons licence, such as for this blog, is a form of permission, normally for private non-
commercial copying provided you credit the creator appropriately.) 
 
8. Don't do anything that might suggest your site or service originates from an existing brand 
of someone else's - e.g. displaying someone else's trademarked logos on your blog or site; just 
mentioning someone else's trademark may be OK if you don't suggest that (e.g. do include 
disclaimers about it) but don't do anything that might cheapen or "dilute" that trade mark, e.g. a 

parody of it. 
 
9. Don't register a domain name that includes a famous trademark in it - the brand owner could 
take it off you. 
 
10. Don't leak or talk about any information that could be confidential, whether about your work 
or anything else. 
 
11. While sensible civilised people wouldn't do it anyway, don't say anything that could be taken as 
"criminal speech": 

• revealing too much about a court case that's still ongoing (exactly how much is too much 

isn't so clear), or 

• inciting or supporting etc terrorism, racial hatred or religious hatred. 

12. In terms of links posted on your site: 

• Posting a mere link to a defamatory webpage or page which infringes a trademark is 

probably just about safe (unlike with copyright where it definitely isn't, see below), but 
really I wouldn't, just to be on the safe side. 

http://en.wikipedia.org/wiki/Creative_Commons
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• Don't even link to something which:  

o might have been unlawfully copied without permission - whether it's text, 
images, audio, video, software etc.  

o could be a leak of confidential information (especially something that is a trade 
secret or could affect a listed company's share price), or  

o could be criminal speech 

• (You could theoretically be sued just as much as the person who originally copied or 
uploaded it or said it - and in the case of criminal speech, even face jail.) 

13. Do think about whether you may need to take legal advice in more than one country, i.e. at 

a minimum the countries where you live; where you have assets; where your hosting provider 
company is from; and where your hosting provider's servers are located. The laws on copyright, 
defamation etc may be quite different in other countries. 
 
14. If it's important for you to avoid censorship, do investigate the options and pick a hosting 
company whose country's laws are liberal (from your viewpoint) on defamation, copyright etc 
laws, and whose servers are located similarly in a liberal country. 
 
15. Do consider responding to the UK government, who are currently consulting on changing the 
laws on copyright, to bring them more into line with the realities of the digital age following the 
Gowers review (one of Imp's bugbears: I plan a separate post on that soon!) 

 
Now on to the detail. 

The UK position? 

There's a lot of info out there on legal risks for blogs and other kinds of websites, e.g. by the 
excellent Electronic Frontier Foundation (see their legal guide for bloggers and students who blog). 
 
The problem is, most of it is written for Americans. And the law in the UK and other countries isn't 
necessarily the same as the law in the United States, so unfortunately what holds true in the US 
may not apply to you or me. 
 
This post is largely based on a very clear, comprehensive and helpful talk on the position in the UK 
by Robert Lands, Head of IP and Media at UK lawyers Finers Stephen Innocent, at Log in, Blog to, 
Log out (And Don't Get Sued) on 23 Jan 2008 - an excellent event organised by Own-It. I'd 

previously flagged it as worth going to, and it certainly was. 
 
So if you run a blog or Web 2.0 service in the UK, read on - I'll try to summarise what he said as 
best I can, bearing in mind that I'm no expert in this area. 

Big red warning 

To echo what Robert's put on his slides, this post is for general info only and isn't intended as 

legal advice, so don't sue me on it! Remember, all this is very general and simplified. If you need 
advice on your own position, go line the pockets of a lawyer who's expert in the field in the country 
you need to know about (or in the UK get some free advice from Own-It). 
 
Any mistakes are mine, not his, and I've added or embellished a few things (which I've flagged with 
"Imp's note") and also added a few links to background info. 

Podcast 

For those who prefer audio, the talk is going to be podcast. The podcast will probably be available 
from around early March - keep checking Own-It's podcast page or subscribe to their podcast feed 
(what are feeds?; intro to podcasts). 

 

http://www.ipo.gov.uk/about/about-consult/about-formal/about-formal-current/consult-copyrightexceptions.htm
http://www.hm-treasury.gov.uk/independent_reviews/gowers_review_intellectual_property/gowersreview_index.cfm
http://www.hm-treasury.gov.uk/independent_reviews/gowers_review_intellectual_property/gowersreview_index.cfm
http://en.wikipedia.org/wiki/Electronic_Frontier_Foundation
http://w2.eff.org/bloggers/
http://www.consumingexperience.com/2005/11/blogging-by-students-legal-rights.html
http://www.fsilaw.com/sitecore/content/Global/Profiles/Robert Lands.aspx
http://www.fsilaw.com/
http://www.own-it.org/events/details/?eventId=234
http://www.own-it.org/events/details/?eventId=234
http://www.own-it.org/
http://www.consumingexperience.com/2007/12/blogs-social-networks-opinion-v.html
http://www.consumingexperience.com/2007/12/blogs-social-networks-opinion-v.html
http://www.consumingexperience.com/2005/11/free-ip-and-other-advice-for-writers.html
http://www.own-it.org/ipinfo/podcasts/
http://www.own-it.org/ipinfo/podcasts/rss/
http://www.consumingexperience.com/2007/10/feeds-basics-101-introduction-to.html
http://www.consumingexperience.com/2007/07/podcasts-introduction-podcasting-howto.html
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UK position - Legal Blogging 101 

1. Do I have a legal right to say what I like? 

In the UK, in brief, no. Freedom of expression / speech isn't as enshrined here as in the USA, sadly 
for us. 

2. Can I get fired if I blog about my job? 

Yes, you can. 
 
A blogger in Scotland who worked for a bookstore chain (which he called "Bastardstones") got fired. 

Imp's note: more on Joe Gordon's story; apparently he was fired for "bringing the company into 
disrepute", and "gross misconduct". 
 
Maybe that name's a bit obvious, but someone working for a British bank in France changed all the 
names and still got fired because she posted a pic of herself, and it was said that her employers 
could have been identified by anyone who identified her. 
 
Imp's note: I don't know if he was talking about the Catherine Sanderson story. If so, she did get 
fired - but then won unfair dismissal damages, and got a 2-book deal from Penguin from it! 
However, of course most of us won't get any book deal offers... I try very hard not to blog about my 
work but still, all this is a major reason why I don't want my photo to be posted online in relation to 

my blog, and why I hide from the cameras at BarCamps etc.) 
 
Imp's note: Surely there must be a risk not just with blogging, but if you say anything publicly 
online about your job - i.e. doesn't all this mean that it's worth watching what you say about your 
job or employer or colleagues e.g. on an electronic bulletin board, in a comment on someone else's 
blog post, on Facebook, maybe even on any electronic mailing list or group? 

3. Do I have a right to remain anonymous? 

No, you don't, in the UK. 
 
If you're suspected of copyright infringement or defamation in particular, it's possible they could get 
a court order against your ISP to reveal your identity. 
 
Imp's note: in the defamation context at least, the USA protects bloggers' freedom of speech and 
anonymity much better. The European Court in McLibel (see later) had it right about UK libel laws 
being bad for freedom of expression! 

4. Can I get sued? 

Yes, you can - no surprises there. 

So, on what grounds could you be sued over the content on your blog or 
website? 

There are lots of ways you could get done for content on your site. Unfortunately. 
 
The main ones in the UK, according to Robert, are: 

1. Defamation  
2. Copyright breach  
3. Trade mark infringement  
4. Disclosing confidential information  

5. Certain types of expression or speech which by law are criminalised (e.g. inciting racist 
violence). 
Defamation is probably the biggest risk for most of us, Robert thinks. 
 
Imp's note: I believe copyright is as big a risk, personally, because bloggers quote from news sites 
or other blogs etc a lot, or link to them - and similarly for photos and pics. 

http://www.theinquirer.net/en/inquirer/news/2005/01/13/blogger-fired-by-bastardstones
http://www.theinquirer.net/en/inquirer/news/2005/01/13/blogger-fired-by-bastardstones
http://pages.citebite.com/b1d8s5s4qbdx
http://www.consumingexperience.com/2007/12/barcamplondon-3-at-google-24-25.html
http://www.facebook.com/
http://www.consumingexperience.com/2005/10/blogging-in-usa-defamation-and.html
http://www.consumingexperience.com/2005/10/blogging-in-usa-defamation-and.html
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Defamation 

The basics 

Libel vs slander - libel is recorded (e.g. writing, podcast), slander isn't (speech that's not recorded). 
Perhaps the former is potentially permanent, the latter more transitory. But they're both forms of 
defamation. 
 
What's a “defamatory imputation”? To defame someone means to "To lower the estimation of a 
person in the eyes of right thinking members of society" - a rather quaint archaic formulation, but it 
is what it is. 
 
"Vulgar abuse" isn't defamation. (Imp's note: but it's hard to know where do you draw the line, 
when does something go beyond mere abuse? So it's good news that some judges at least are 
being more sensible about all this, and saying that even something which is strictly defamatory 
could be so trivial that it doesn't justify invading the privacy of the "saloon bar moaners" who said it 

- see the Sheffield Wednesday case article.) 
 
Imp's note: Afterwards, some of us were discussing it and had heard that mere opinion should not 
be treated as defamation too. Perhaps Robert didn't mention it because it's a defence as "fair 
comment" only if it's based in fact, which in practice is too hard to show? 
 
You can't defame a group. So, "all men are lousy cooks" isn't defamatory. But you can defame a 
class, e.g. if you said "all men who work in the kitchens of hotel X are lousy cooks". 
 
For bloggers, and indeed users of message boards and the like, the main problem is that the law 
hasn't caught up with technological reality. In terms of defamation, we are judged by the same 

standards as professional journalists and publishers (see the section below on defences). If we fall 
short of those high standards, we can be sued. 
 
Robert outlined the famous McLibel case, the longest running trial in English legal history, where 
hamburger chain McDonalds sued Helen Steel and Dave Morris for libel. They'd handed out “What’s 
Wrong With McDonalds” leaflets outside McDonalds, though they didn't write them. While 
McDonalds won in the end, the saga was a huge PR misfire for McDonalds, as millions of people 
read the leaflets online as a result of hearing about the case, when only a few hard copies had ever 
been handed out! And of course there was much publicity about the health etc issues McDonalds 
were accused of. 
 
Imp's note: the European Court of Human Rights also (to quote Wikipedia) ruled that "the original 

case had breached Article 6 (right to a fair trial) and Article 10 (right to freedom of 
expression) of the European Convention on Human Rights and ordered that the UK government 
pay the McLibel Two £57,000 in compensation. In making their decision, the ECHR criticised the way 
in which UK laws had failed to protect the public right to criticise corporations whose business 
practices affect people's lives and the environment (which violates Article 10) and criticised the 
biased nature of the trial due to the defendants' lack of legal aid, the complex and oppressive 
nature of the UK libel laws, and the imbalance in resources between the parties to the case (which 
violates Article 6)."  

Defences to defamation 

The main possible defences to a defamation charge are: 
 
Justification - that what was said was true. The problem is the burden of proof - it's up to the 
accused to prove what was said was true, not for the accuser to prove that it was false. So the 
poor blogger would have to show that what they said was correct. 
 
Qualified privilege (for responsible journalism). Robert's firm was involved in the leading 
House of Lords case on this (the highest court in the UK), called Dow Jones v Jameel. This case 

improved the position for journalists, but it's still a high hurdle as you have to show that you 
investigated your sources thoroughly and really checked out the story. Now, how many bloggers or 
posters on forums or MySpace are going to do that? 

http://www.out-law.com/default.aspx?page=8566
http://en.wikipedia.org/wiki/McLibel_case
http://en.wikipedia.org/wiki/McDonald%27s
http://en.wikipedia.org/wiki/European_Court_of_Human_Rights
http://pages.citebite.com/a1r8s6i7ltsp
http://en.wikipedia.org/wiki/Mclibel
http://en.wikipedia.org/wiki/European_Convention_on_Human_Rights
http://www.bailii.org/uk/cases/UKHL/2006/44.html
http://www.myspace.com/
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Service providers - there may also be defences for "service providers" - see later. 

Defamation - FAQs 

1. My server is in Mongolia, which country’s laws apply? 

If you defame someone with a reputation in the UK, and your webpage or blog is accessible in the 
UK,then they can sue you under English law - it doesn't matter where the server is located. 

2. Do I have to comply with all laws all over the world? 

Theoretically, yes! The Net is accessible pretty much globally. 

 
But in practice it may not be an issue if you don't have any assets in a particular country. 
 
Imp's note: I suspect you may also need to think about whether you're ever going to physically 
visit or live in a particular country, too, not just whether you have assets there. If country X flings 
people in jail for libel, you defame someone (maybe a citizen of X), and they sue you in X, then 
even if you've no assets in X it might not be a good idea to visit X! 
 
Also, to me it's not just money but also freedom of speech. If your server is in X and you get sued 
in X, even if you have no assets there and don't ever plan to go to X, they could shut your server 
down. Of course, you could move your hosting to another country instead, but there's still the 

inconvenience factor. 
 
In other words, I guess you have to be sensible and consider which countries' laws are most 
likely to be able to affect you in real life, whether financially or in terms of censorship, and then 
take advice from experts in those countries if you need to. To me, it seems the main countries to be 
concerned about (though of course there could be others) are where: 

• you live  

• you have assets  

• you're likely to visit  

• the server hosting your site is located, or 

• the company owning the server hosting your site is from, or is located (as their country's 
courts could order them to shut down your server even if located in a different country). 

While Robert discussed different countries' laws in the context of defamation, I believe this is a 
more general legal risk point because you may have to think about "Which countries could I get 
made to pay money in or be censored by?" in the context of copyright laws etc too - see below. 
/Imp's note. 

3. Is it OK if I make clear I’m quoting someone else? 

No. Re-publishing a libel is the same as publishing it, in the UK. You could get sued as much as the 
person who originally said or wrote it. 
 
Imp's note: what about just linking to a defamatory comment, without quoting it? I asked Robert 
about that afterwards. He thought that would probably not be defamatory if it was a mere link. Still, 
I wouldn't take the chance, myself! 
 
Imp's note: it seems that, in the USA, you can't get sued for just repeating a libel, at least if you 
just republish it unchanged without adding your agreement etc! - the person defamed has to sue 
the original source, whoever originally said or wrote it, which is surely the more sensible approach. 

4. Are you responsible if someone takes your comments out of context? 

No. Context is very important. It can make something defamatory which otherwise wouldn't be; you 
can defame by innuendo, on the basis of extrinsic knowledge which is not apparent from the words 
used. 

http://www.consumingexperience.com/2006/11/blogging-censorship-and-libel-us.html
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In the 1930's a newspaper published a picture of an amateur golfer with a chocolate bar. That was 
considered very defamatory because it suggested he'd been paid by the chocolate company to play 
golf! (In those days golf was an amateur gentlemen's sport..) 

5. I’m flat broke so can’t pay damages - will anyone bother to sue me? 

Maybe not, but they may still sue you to try to protect their reputation, as in McLibel (even though 
that backfired on McDonalds). 
 
In other words, they could sue you to try to shut you up, censor or gag you. 

How can you protect yourself if you run a blog, board or Web 2.0 site? 

If you're a Web service provider, if your site contains other people's content, e.g. a video sharing 
site or photo sharing site or indeed online forum or even blog, are you responsible for clearing your 
contributors' or users' content? (Imp's note: I've added "blog" because other people can add 
comments to your posts, what if they say something defamatory? I asked Robert afterwards and he 
agreed that I had a point there. I've since searched and found that you could potentially be sued for 

not removing defamatory comments from your blog too - e.g. see this post.) 

Service provider defences 

There are two main defences for service providers in the UK: 

• Defamation Act section 1 – “Innocent Dissemination”. You have a defence from a 

defamation suit if your site was just a conduit for the defamatory content and you didn't 
know it was there - as long as you remove the offending content once you know it's there, 
or have been given notice that it's there. 

• Electronic Communications Regulations 2003 - “Mere Hosting” (Imp's note: was this meant 

to refer to the Electronic Commerce (EC Directive) Regulations 2002?). This is similar to 
innocent dissemination but broader, in that it covers being sued for breach of copyright too. 

Notice and Take Down Policies 

As a result, it's important for providers to have a "notice and take down policy", unmissable by your 
contributors / users / readers. 
 
This should make clear that you won't monitor posts (if that's the case) - but that you do reserve 
the right to delete their posts or comments, and you will if it's unlawful or you've been told that it 
is, and you won't have any liability to the poster if you do. (No doubt Robert's firm or other IT 

lawyers can help with the wording!) 

The Mumsnet Story 

There have been plenty of reports about what happened to parenting forum Mumsnet. This forum, 
mostly frequented by young mothers, has about 100,000 subscribers making 15,000 posts per day 
(about 5.5m per year). 
 

There were discussions about controversial parenting guru Gina Ford, who's written various books 
on parenting techniques. Some people were very critical of her, and her lawyers asked Mumsnet to 
take down the posts. 
 
Mumsnet felt that the posts concerned were not defamatory (I won't repeat them here, I thought 
they were just silly & they made me laugh!), and they refused to take them down. 
 
Eventually someone said something else about Gina Ford (which I won't repeat here, just in case - 
but it was so absurd that even though it was obviously negative about her, there's no way anyone 
could have believed they were true! So personally I don't understand how they could have been 
thought "defamatory" in the strict sense.) 

 
Gina Ford then wrote to Mumsnet's ISP instead (who hosted the bulletin board, I assume) and they 

http://blog.geeklawyer.org/2006/12/07/geeklawyer-to-be-sued-for-defamation/
http://www.statutelaw.gov.uk/legResults.aspx?LegType=All+Legislation&title=defamation+act&searchEnacted=0&extentMatchOnly=0&confersPower=0&blanketAmendment=0&TYPE=QS&NavFrom=0&activeTextDocId=1388890&PageNumber=1&SortAlpha=0
http://www.statutelaw.gov.uk/content.aspx?LegType=All+Legislation&title=electronic+commerce+regulations&Year=2002&searchEnacted=0&extentMatchOnly=0&confersPower=0&blanketAmendment=0&sortAlpha=0&TYPE=QS&PageNumber=1&NavFrom=0&parentActiveTextDocId=1585643&ActiveTextDocId=1585664&filesize=1435
http://www.mumsnet.com/PressCoverage.html
http://www.mumsnet.com/
http://en.wikipedia.org/wiki/Gina_Ford
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threatened to close the site down so Mumsnet had no choice but to remove the threads in question. 
Gina Ford still sued for damages and an apology, and it was settled in the end with a jointly agreed 
statement and no admission of liability (Robert's firm helped Mumsnet in all this). 

Mumsnet's Problems 

Now there were several problems for Mumsnet. 
 
With the sheer volume of posts (5.5 million a year) there was no way they could pre-vet postings, 
logistically. 
 
They had an abuse policy, and they abided by it – they didn't take the postings down because they 
didn't believe those postings were defamatory. The problem is that, by abiding by their abuse 
policy, they were effectively taking an editorial decision. 

 
So they couldn't use the "innocent dissemination" / "mere hosting" defences, which are only 
available to passive conduits if they remove material once they've been notified that it may be 
defamatory. It doesn't matter if they believe there's a defence, they should have immediately taken 
it down. 
 
Because the defence can only be invoked by those who take down immediately, UK service 
providers for their own protection will therefore take down first and ask questions later. This 
means it's very easy for people to censor posts or websites they don't like, just by claiming that 
they're defamatory - effectively it's for the site or users to have to spend the time and money to 
show why the material taken down wasn't defamatory etc and should be put back up. 
 

All this really does raise important questions about freedom of speech in the UK (Imp's note e.g. 
see the New York Times article about the use of UK libel laws to try to silence critics). Should the 
law be changed? Websites are not newspapers, but they're treated in the same way. 
 
In my personal view defamation law in the UK is surely out of date, and civil liberties are suffering 
for it. As an aside I have to say I've always thought that something was wrong with the system in 
the UK generally, when celebrities can get millions of pounds for injury to their "reputation" while 
people who are physically injured, even permanently, e.g. by drunk drivers, rarely get enough to be 
worth anything, never mind compensate them for the health issues they'll have to suffer for the rest 
of their lives. 
 

As previously mentioned, the position is very different in the USA in relation to defamation. Imp's 
note: However, it's not all perfect in the land of free speech - for copyright rather than defamation 
reasons, the "take down first, ask later" practice has now become the norm in the USA too, e.g. 
what happened to me in relation to my vidcasts of the BBC iPlayer, when effectively the BBC used 
US copyright laws (the US DMCA) to silence what they thought was a leak (though it wasn't, and 
even though they later apologised to me). I don't think it's right that the DMCA can be abused, 
either. 
 
Imp's note: here are some more links I found on defamation and ISPs, or defamation generally - 

• BBC how to avoid libel & defamation - a few years old but excellent, very practical, I've 

nicked some do's & don'ts from there! 

• Playing Canute with Defamation Law  

• Defamation and the Internet: Name Calling in Cyberspace (learned article warning! But 

very relevant, obviously) 

• Defamation 

• ISP issues particularly Liability for third party content, The UK's E-commerce Regulations 
(scroll down to the "Liability of Intermediaries" section); see also Liability of ISPs for third 
party material; and guide to defamation. 

Copyright Issues 

In the UK, you could also get sued for copyright infringement. 
 
This mainly means copying someone else's work without permission, whether it's text, photos, 

http://query.nytimes.com/gst/fullpage.html?res=9B06E2D81E3FF931A15756C0A9629C8B63
http://www.consumingexperience.com/2007/08/iplayer-first-bbc-youtube-take-down.html
http://www.consumingexperience.com/2007/08/iplayer-first-bbc-youtube-take-down.html
http://www.consumingexperience.com/2007/05/bbc-iplayer-free-tv-radio-programme.html
http://www.bbc.co.uk/digital/other/
http://www.bbc.co.uk/
http://www.consumingexperience.com/2007/05/bbc-iplayer-free-tv-radio-programme.html
http://www.consumingexperience.com/2007/08/google-dmca-copyright-vs-free-speech.html
http://www.bbc.co.uk/dna/actionnetwork/A1183394
http://www.bbc.co.uk/dna/actionnetwork/A1183394
http://www.beachcroft.co.uk/beachcroft/news-room/articles/playing-canute-with-defamation-law.cfm
http://www.law.ed.ac.uk/it&law/c10_main.htm
http://www.swarb.co.uk/lawb/defGeneral.shtml
http://www.swarb.co.uk/lawb/defGeneral.shtml
http://www.out-law.com/page-487
http://pages.citebite.com/o1m8m7o2mptx
http://www.out-law.com/page-431
http://pages.citebite.com/v1e8f7h0oven
http://www.out-law.com/page-488
http://www.out-law.com/page-488
http://www.out-law.com/page-5624
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music, videos etc. So quoting someone, reproducing their text or picture or video on your site, 
playing their music on your site - that could all get you into copyright doo doo. And a big gotcha to 
watch is that you can be done for "copying" even when you've only copied just a bit of the work - 
you're not allowed to copy a "substantial" part of their work, but it isn't clear what "substantial" 
means; it's a qualitative test, and if the bit that you've copied is recognisably from that work, 
then you've probably copied a "substantial" enough part to be infringing. Imp's note: That could 

include just a few notes of a tune if it's the "hook", for instance. 
 
Even creating derivative works (adaptations) or parodies of someone else's work could get you 
into trouble for copyright infringement (unlike in the USA - again! - where parody is allowed in the 
interests of freedom of speech. The UK Intellectual Property Office are currently consulting on 
changing the copyright law to allow parody, I'll be writing more on that another time, but please do 
write in to say that you support that liberalisation, if you do). 
 
Another copyright no no in the UK is "authorising" a copyright breach, doing something that 
promotes copying. Electronics company Amstrad was sued over this, because they made a twin 
cassette deck unit which, it was argued, made them an "authoriser". The court said that the 
machine could be used for legitimate things too, so Amstrad won. 

 
While it's now less easy to be done for "authorising", there's a newer (and likelier) way in which you 
can be sued for copyright - namely, "making available" - making an infringing copy available to 
the public. That includes just linking to e.g. an unlawful copy of text, music / audio or video (which 
someone else has copied and uploaded), illegally copied software, etc - even if no one actually 
downloads or opens it via your link. Having the link to the material on your blog or site is enough. 
 
Imp's note: see this fuller list of things you can't do without the copyright owner's permission, and 
the moral rights of the copyright owner. 
 
Imp's note: this post isn't about how you protect your own work from being copied etc by other 
people without permission. That was briefly discussed at the talk, e.g. using the © symbol (Imp's 

note: and your name and publication date) - but I won't deal with it here. I do plan a post on it in 
future though. 

Trade Marks & Domains 

If you refer to a famous (or even not so famous) brand in your blog post or website, or show their 
logo to illustrate your post, does that get you into trouble on the trademark front? 
 
Now if you just mention a trademark in your blog, e.g. that you like the taste of Coca Cola (which I 
do! Pepsi, eeeww), and you're clearly not using the trademark to indicate the origin of your 
blog as being from Coca Cola, then that's unlikely to be a trademark infringement. (Imp's note: I 
guess that's why I see websites and blogs saying "this site isn't associated with X in any way".) 
 
What about if you use X's logo? It's probably best not to, as it might be taken to indicate that your 
blog comes from X, but in practice many people do that in blog posts. Putting a disclaimer ("this 

blog has nothing to do with X" etc) would probably help. 
 
Trademark dilution is more of a potential problem. That's where you do something to dilute or 
cheapen a trade mark. There was an example where, in an article about Dutch electronics company 
Philips possibly having collaborated with the Nazis during World War 2, they displayed Philips's logo 
but replaced the stars with swastikas. That was "dilution". 
 
So, you need to be careful about dilution, especially with parodies, and especially in the USA where 
it's more of an issue now since the US Trademark Dilution Revision Act 2006 which made the 
standard "likely dilution" (instead of actual dilution) - so as long as what you did was "likely" to 
dilute the trademark, you can be sued even if it didn't actually dilute it. 

 
Domain names are another area to watch. If your site's domain name includes someone else's 
trade mark, they could take the domain name away from you. 
 
Imp's note: what if other people had put up the trademark infringing content on your site, e.g. in a 

http://en.wikipedia.org/wiki/Hook_%28music%29
http://www.ipo.gov.uk/
http://www.ipo.gov.uk/about/about-consult/about-formal/about-formal-current/consult-copyrightexceptions.htm
http://en.wikipedia.org/wiki/Amstrad
http://www.ipo.gov.uk/copy/c-manage/c-useenforce/c-useenforce-enforce/c-useenforce-enforce-economic.htm
http://www.ipo.gov.uk/copy/c-manage/c-useenforce/c-useenforce-enforce/c-useenforce-enforce-moral.htm
http://www.ipo.gov.uk/abroad/abroad-copy.htm
http://en.wikipedia.org/wiki/Philips
http://en.wikipedia.org/wiki/Philips
http://en.wikipedia.org/wiki/Trademark_dilution
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comment or in a forum post? Is that covered by the service provider protections too? 
 
Imp's note: what if you link to a webpage that contains trade mark infringing content? I asked 
Robert that afterwards, and he thought it was probably OK - but again, safest not to do it, and I'd 
remove the link if I heard the content was infringing, just in case! 

Confidential Information 

You can be sued over confidential information eg trade secrets, revealed on your website, and an 
injunction granted to make you remove the material as well as perhaps pay damages. 

 
Care particularly needs to be taken about giving out any information about your employer. By law 
employees have an obligation of trust to their employer, and revealing details about your employer 
or work to the public could be considered a betrayal of that trust, especially if your employer is a 
listed company (whose shares are listed on a stock exchange) and your information could affect its 
share price. 
 
However, that doesn't mean that your employer owns the copyright in your blog. Normally, they 
won't, unless you've e.g. been employed to write a blog for them. They do have copyright in what 
you produce during the course of your employment, but not what you do privately - so e.g. if a 
lawyer wrote a blog about technology their employer wouldn't own the copyright in their blog, 
unless their employment contract says they do - and some contracts do say that! 

 
Imp's note: so, best to check your employment contract, just in case. 
 
Imp's note: what about if you link to something that is confidential information which shouldn't be 
disclosed? Again I asked Robert about this afterwards, and he thinks that (along with linking to 
copyright-infringing material) this is the key area where you could be at risk of being sued for a 
mere link. So avoid doing it! 

Criminal Speech 

There are other ways in which you could be sued or even charged with a criminal offence in the UK, 
over material on your website. 
 
The main ones are: 

• Contempt of Court - talking too much about an ongoing trial (Imp's note: newspapers 

often report high profile trials, so exactly what details are too much or shouldn't be 
discussed or revealed? This wasn't covered in detail at the talk.) 

• Terrorism Act 2006 - inciting, encouraging or supporting terrorism 

• Racial and Religious Hatred Act 2006 - pretty self-explanatory, inciting racial hatred etc 

• Blasphemy - this crime is so old in origin that it only applies to the Christian religion. Even 

so, in 2007 someone tried a private prosecution over "Jerry Springer: The Opera" for 
blasphemy, and last month they lost - the judge said that for something to be blasphemous 
it must be so offensive in manner that it undermines society generally. The last successful 
prosecution for blasphemy was over 30 years ago - so it's probably toothless. Still, don't 
forget the Religious Hatred Act. 

Imp's note: This wasn't mentioned in the talk, but if a blogger is sued in the UK to reveal their 
sources, are they protected here in the same way as journalists are? At least one UK lawyer thinks 
so. I guess we'll see... 
 
 
 

 

http://en.wikipedia.org/wiki/Jerry_Springer_Opera
http://www.bailii.org/ew/cases/EWHC/Admin/2007/2785.html
http://pages.citebite.com/q1r8p9p4etit
http://www.consumingexperience.com/2006/08/british-bloggers-protected-as.html
http://www.consumingexperience.com/2006/08/british-bloggers-protected-as.html
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DISCLAIMER 
 
The views, opinions & observations expressed on this site represent the views of 
the authors only. They do not represent the views of any police force or 
Government department. 
 
Data from public domain sources is analysed and presented for the purpose of 
raising consumer awareness about policimg, crime levels and patterns in the UK. 
Any conclusions drawn are not necessarily the conclusions of the originating 
sources.   
 
This is a private not-for-profit website run by a team including former police 
officers and business professionals.  Neither this site, nor any of its associated 
sites are connected or sanctioned by any police force, service or department. 
 
The use of any public domain logos or trade marks on this site should not be 
taken to infer that the respective organization endorses comment or findings 
presented from the site.  

Contact :- 
_________________________________________________________ 

TELEPHONE : 0844 414 2286 E MAIL : ENQUIRIES@NICE-1.CO.UK 

WEB : HTTP://WWW.THEFTPROTECT.CO.UK 

TWITTER : HTTP://TWITTER.COM/NICEONEUK 

WRITE TO : NICE 1 LTD, NICE 1 HOUSE, BROAD LANES, BILSTON, 

WEST MIDLANDS WV14 0RQ 

NICE 1 LTD ARE AUTHORISED & REGULATED BY THE FINANCIAL 

SERVICES AUTHORITY. 

THEFT PROTECT IS  A TRADING STYLE OF NICE 1 LTD 

UK COMPANY NO 6082902. © NICE 1 LIMITED 2009. 

ALL RIGHTS RESERVED 

_________________________________________________________ 
 

mailto:enquiries@nice-1.co.uk
http://www.theftprotect.co.uk/
http://twitter.com/niceoneuk

